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Tripwire Enterprise  
Integration Framework
Integrate. Automate. Simplify. 

You have many complex systems to 
manage in your environment and some-
times those multiple “sources of truth” 
don’t necessarily agree. Tripwire® 
Enterprise (TE) Integration Framework 
provides an automated way for systems 
to directly integrate and communicate 
with each other.

» TE Integration Framework can 
reconcile observed changes against 
approved changes, enabling you to 
promote those changes within 
Tripwire Enterprise.

» You can also update the status of 
change ticket in prominent change 
ticketing systems.

Organizations have 
continually found 
new ways to unlock 
the value of Tripwire 
Enterprise, adding 
additional leverage to 
a valuable strategic 
business solution. And 
now you can extend 
Tripwire Enterprise to 
achieve better, faster 
and more cost-effective 
cyberthreat protection 
and compliance. 

» Any changes not reconciled can
be created as incident tickets for your 
security or operations team to 
investigate. Tripwire Enterprise 
provides full details of the 
unauthorized change, which can be 
attached to the ticket. 

» TE Integration Framework can query 
your CMDB to retrieve metadata 
about in-scope assets such as 
business function or system owner, 
etc. and automatically apply 
corresponding asset tags within 
Tripwire Enterprise. 

Tripwire Enterprise Integration Framework automates system integrations with 
Service Desk products for facilitating greater workflow efficiencies within IT 
security and operations.

TRIPWIRE®

ENTERPRISE

MONITORED HOST

QUERY FOR 
MATCHING 

TICKETS

2

3
TICKET INFO
RETRIEVED4 APPROVE 

MATCHING
CHANGES

5 UNAUTHORIZED 
CHANGES
Alert/Escalate

Approval IDs provided

DETECTED 
CHANGES

CHANGE MANAGEMENT SYSTEM

Tripwire Enterprise Agent

1



©2018 Tripwire, Inc. Tripwire is a registered trademark of Tripwire, Inc.
All other product and company names are property of their respective owners. All rights reserved.

In addition, with Tripwire Enterprise 
Integration Framework you can use 
data harvested directly from the node to 
update your CMDB’s records for the cor-
responding asset to ensure that Tripwire 
Enterprise and your CMDB stay in close 
alignment. 

TE Integration Framework adds 
increased automation for data centers 
operations and IT security teams, 
helping to simplify and automate 
many complex types of systems in the 
environment:

Change Management
-- Capture actual details of 

implemented change
-- Reconcile observed against 

approved changes

Incident Management
-- Get full details of unauthorized 

changes attached to an incident 
ticket for investigation

CMDB
-- Retrieve attribute/metadata about 

in-scope assets
-- Automatically apply 

corresponding asset tags within 
Tripwire Enterprise

-- Leverage data harvested direction 
from the node to update CMDB 
records and stay aligned

Tripwire Apps help you achieve 
a new level of scale and 
workflow efficiency with your 
Tripwire solution
Connect with the most popular IT and 
security solutions to collect data on your 
most critical systems for a single source 
of truth

Reduce the friction between your 
data and the visibility and insight you 
need to track the current state of your 
environment

Report on approved as well as unautho-
rized endpoint settings

Save time and resources by automati-
cally reconciling changes resulting from 
software updates

Other Available Tripwire Apps
Tripwire Event Sender
Sends compliance, scoring, and change 
data to other systems such as SIEMs 
and enterprise reporting products, 
giving overall security ecosystem visibil-
ity for the enterprise.

Tripwire Whitelist Profiler
Matches hardened and secure con-
figurations with whitelisting including 
OS services, installed software, and 
enabled ports, and active user accounts, 
alerting on exceptions. This automation 

can keep exception alerting to just the 
detection of threats or “changes of inter-
est” that may require investigation.

Tripwire Dynamic  
Software Reconciliation
Reduces workload by identifying known 
good changes from legitimate patch 
sources, increasing confidence that 
automating the patch promotion process 
will only facilitate known good changes, 
and potentially “bad” changes cannot 
sneak in during times that configura-
tions are known to be changing (such as 
Patch Tuesdays). 

Tripwire Enterprise Commander
Cross-platform command line inter-
face for Tripwire Enterprise, allowing 
unlimited integration and workflow 
possibilities. This facility delivers the 
greatest flexibility and customization to 
our customers. 

Tripwire is a leading provider of security, compliance and IT operations solutions for enterprises, industrial 
organizations, service providers and government agencies. Tripwire solutions are based on high-fidelity 
asset visibility and deep endpoint intelligence combined with business context; together these solutions 
integrate and automate security and IT operations. Tripwire’s portfolio of enterprise-class solutions 
includes configuration and policy management, file integrity monitoring, vulnerability management,  
log management, and reporting and analytics. Learn more at tripwire.com

The State of Security: Security News, Trends and Insights at tripwire.com/blog 
Follow us on Twitter @TripwireInc   »   Watch us at youtube.com/TripwireInc
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